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Changes
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Challenges

Approaches



Rapid changes to the current health care system 

Real 
World 
Data

Medical 
Apps

Complex 
Lifecycle 

Management
eHealth

Precision 
medicine
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Big 
Data Digitization

Volume

Velocity

Variety

… Challenges and Opportunities for the EU Regulatory Network



Increasing complexity in the health care system

• Challenge: Increasing disruption of the pharmaceuticals market through

o Increasing networking of actors

o Increasing digitization

o Changing business models in shorter cycles 
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PräklinikPräklinik

Complex „Lifecycle“-Management

Phase II/III/Market AccessPhase II/III/Market AccessPhase I/IIPhase I/II

GT

RT PK

RP

RTGT

RT

Phase 0Phase 0

SA
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SAD/MAD/Food (DD)/POC

Pivotal 2 / Added Value 

Exp 1

Exp 2

Adaptive Pathway

Dose finding / Pivotal

SA SA

SA

PRIMEPRIME

Portfolio

Meeting

Portfolio-

Meeting

Pivotal 3 / Added Value 2

RMP/PASS

BfArM 

+ G BA

BfArM 

+ G-BA
BfArM + G-BA

Pivotal 4/ Added Value 3

BfArM 

+ G BA

BfArM 

+ G-BA



Big Data –

Challenges and Chances
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Complex „Lifecycle“-Management – Digitization, 

patient centricity
Shifts towards:
• increasing patient differentiation,

individualized therapies
• Patient centricity
• Earlier B/R assessment
• Ongoing collection & analysis of

(unstructured) data (RWD)

RWD
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RWD

RWD



…Es 
„… It is about the transfer of 2 key technologies…

to medicine: KI and Big Data…“

Monitoring
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More efficient drug discovery

and drug development

Diagnostic



Applications of 

Big Data and Algorithms

• Optimization of processes in health care

• Research on the complexity and mechanisms of diseases

• "Personalised" prevention
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• Prediction and risk profiling

• Better diagnostics

• Novel, more "individualized" therapies 

(effect; interaction; side effect)

• Individual (disease) prognoses



New Digital Devices

New products, new chances, new risks:

Medical Apps
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Cybersecurity



New possibilities regarding information, 

diagnosis and therapy…
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Sources: Apple, CardioSecur, Ada Health



…and new opportunities for clinical trials

Download Apple Research Kit 
(Beta-Apps):

• MyHeart Counts: 

11.000 participants in 24 h

• mPower: 
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5.589 participants in 24 h

• Asthma Health: 

2.500 participants in 24 h

• …



… but also new risks
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Technical problems
e.g. with dosage calculation

Cyber Security



Regulatory Questions

When are apps regulated as medical devices?

To which medical device risk class do they belong?

Which consequences does it have?

Who is responsible for risk management?
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Who is responsible for risk management?

Are app-developers and users aware of these aspects?



Medical Apps 2015

• What happens in clinical reality?

• What is the regulatory framework?

• What are the patient’s needs?

• Which support do authorities and 
notified bodies provide?

• What are we going to see 2025?

„BfArM in Dialogue - Medical Apps“
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Update 2016

• Results of surveys and studies

• BfArM Web-Guidance for Medical Apps

• Apps in clinical trials

• Data safety and security

• From idea to reimbursement – needs, 
wishes and possibilities



Guidance for App developers:

• Wellness App vs. Medical Device

• Risk Classification

• Examples

• Links to further guidance info

by other EU CAs / FDA

Guidance on Borderline and Classification Decisions
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Additional information / 

FAQ for applicants for BfArM 

borderline / classification decisions



Regulatory advice at an early stage

• contact point for researchers and 

start-ups (“brainstorming”)

• provides information on general 

regulatory issues (“travel guide”) 

• intended to be much earlier than 

BfArM „Innovation Office“
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• intended to be much earlier than 

the “scientific advice” procedures 

at BfArM

• may be requested for innovative 

products (medicines, medical 

devices, apps…)

• moderate fees



Challenge -

Cyber Security

• Already in 2015 recommendations for 

manufacturers and hospitals regarding non-

secure WiFi/Network interfaces

• Since 2018 joint initiative together with BSI 

(German Federal Office for Information Security): 
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intense information exchange, joint risk 

assessment, joint recommendations)

• New BfArM website especially on cybersecurity

• „BfArM in Dialogue“ on 25.06.2018

• Views of Hacker, Manufacturers, Operators

• Sensitisation for the topic

• Information on BfArM-support



New legislative draft - with new tasks for the BfArM: 

„Digitale Versorgungs Gesetz“

Faster access to Medical Apps: 

• initial examination of

− safety
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− quality criteria

(e.g. data protection), 

− transparency and

− user-friendliness

• provisional reimbursement by the statutory health insurance for 1 year

• During this period, the manufacturer must prove to the BfArM that the App has positive 

effects on health care 



New Aproaches for
Risk Signal Detection
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Medical Devices – challenges
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Early and reliable risk detection and scientific assessment

� Increasing product complexity (material, design, digitisation)

� Increasing amount of information (reports, literature, media, …)

� Increasing time pressure



Exponential Increase in Vigilance 

Reports over the last years
ca. 16.500

Prof. Karl Broich| 21st DGRA Annual Congress | Big Data / Real World Data | 14.05.2019 | Page 22

2018

MDD: Time to decide if it is not an incident: 30days (normal incidents)

MDR: Time to decide if it is not an incident: 15days (normal incidents) from 05.2020



Identifying critical developments in reporting
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Identifying outliers within device classes
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Entity indexing / text mining in vigilance reports

The root cause of these failures has 

been identified to be that the bonding 

wire from the coil to the soldering pads 

within the loudspeaker does not 

withstand normal stress and can break 

during prolonged usage. SuperMD Ltd 

will be sending each affected customer 
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will be sending each affected customer 

an Field Safety Notice.  The Urgent 

Medical Device Correction notification 

will inform the customer about the 

future replacement of their speaker 

assemblies.



Entity indexing / text mining in vigilance reports

The root cause of these failures has 

been identified to be that the bonding 

wire from the coil to the soldering pads

within the loudspeaker does not 

withstand normal stress and can break

during prolonged usage. SuperMD Ltd

will be sending each affected customer 

Prof. Karl Broich| 21st DGRA Annual Congress | Big Data / Real World Data | 14.05.2019 | Page 26

will be sending each affected customer 

an Field Safety Notice.  The Urgent 

Medical Device Correction notification

will inform the customer about the 

future replacement of their speaker 

assemblies.



Entity indexing / text mining in vigilance reports

The root cause of these failures has 

been identified to be that the bonding 

wire from the coil to the soldering pads

within the loudspeaker does not 

withstand normal stress and can break

during prolonged usage. SuperMD Ltd

will be sending each affected customer 

Company:

SuperMD

Type of evaluation:

root cause

Medical Device Components:

bonding wire, coil, soldering pads, 

loudspeaker, speaker assemblies 
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will be sending each affected customer 

an Field Safety Notice.  The Urgent 

Medical Device Correction notification

will inform the customer about the 

future replacement of their speaker 

assemblies.

Cause of failure:

normal stress

Failure mode:

break

Counter action:

Field Safety Notice, Urgent Medical Device 

Correction notification, replacement



Ontology research: example high impedance
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Coding benefit for identifying trends
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Current research: Proprose free-text classification

by using textmining and similarity scores
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Our goal: To help our assessors seeing the right details…

Software Issue / Abnormal UI Exit
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Output Issue / False Reading From Device

Protective Measure / Alarm Issue



…within the big picture.

Software Issue / Abnormal UI Exit
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Output Issue / False Reading From Device

Protective Measure / Alarm Issue



Application for drug regulation - concrete approaches: 
Sentinel (FDA) 

V
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From use for the market (safety) surveillance

towards use in benefit/risk assessment?



Application for drug regulation - concrete approaches: 
Sentinel (FDA) 

Prof. Karl Broich| 21st DGRA Annual Congress | Big Data / Real World Data | 14.05.2019 | Page 34



Application for drug regulation - concrete approaches: 
Sentinel (FDA) 
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Concrete approaches in  Sentinel (FDA) 
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Approaches and
ideas
in Europe
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https://www.ema.europa.eu/en/about-us/how-we-work/big-data

..The BfArM supports this Taskforce



Real World Data:
And after approval …?
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Conclusion –

hype or meaningful?

Big Data/Real World Data are changing our regulatory world:

• MA more and more "intermediate step" (accelerated, conditional, etc.)

in increasingly complex lifecycle management

• Type & duration of clinical trials, diagnostic and therapeutic options are changing

• Health-Apps & Co.: „Patient-Centricity“ replacing „Product-Centricity“
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Apps Centricity replacing Centricity

• Addressing challenges raised by new technologies - transforming them into opportunities: 

o Build up expertise

o develop approaches (e.g. IT solutions/guidances) to structure and effectively use such data 

(like Sentinel)

• Software, medical apps as medical devices increasingly important

o New options in the field of diagnosis, therapy - but also new risks

o Classification/distinction, benefit and reimbursement

o Borderline products



Contact

Thank you very much for 

your attention!
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Federal Institute for Drugs and Medical Devices

Prof. Dr. Karl Broich

President

Kurt-Georg-Kiesinger-Allee 3

D-53175 Bonn

Contact person

Prof. Dr. Karl Broich

leitung@bfarm.de

www.bfarm.de

Tel. +49 (0)228 99 307-3219


